
Cipher  MAC algorithm 
3des-cbc* Three-key 3DES in 

CBC mode 
 hmac-sha1* HMAC-SHA1; digest 

length = key length = 20 

blowfish-cbc Blowfish in CBC mode  hmac-sha1-96** First 96 bits of HMAC-
SHA1; digest length = 
12; key length  = 20 

twofish256-cbc Twofish in CBC mode 
with a 256-bit key 

 hmac-md5 HMAC-MD5; digest 
length = key length = 16 

twofish192-cbc Twofish with a 192-bit 
key 

 hmac-md5-96 First 96 bits of HMAC-
MD5; digest length = 12; 
key length  = 16 

twofish128-cbc Twofish with a 128-bit 
key 

   

aes256-cbc AES in CBC mode 
with a 256-bit key 

 Compression algorithm 

aes192-cbc AES with a 192-bit key  none* No compression 

aes128-cbc** AES with a 128-bit key  zlib Defined in RFC 1950 
and RFC 1951 

Serpent256-cbc Serpent in CBC mode 
with a 256-bit key 

   

Serpent192-cbc Serpent with a 192-bit 
key 

   

Serpent128-cbc Serpent with a 128-bit 
key 

   

arcfour RC4 with a 128-bit key    
cast128-cbc CAST-128 in CBC 

mode 
   

 


