SSH User SSH
Authentication Protocol Connection Protocol
Multiplexes the encrypted
tunnel into several logical
channels.

Authenticates the client-side
user to the server.

SSH Transport Layer Protocol

Provides server authentication, confidentiality, and integrity.
It may optionally also provide compression.

TCP

Transmission control protocol provides reliable, connection-
oriented end-to-end delivery.

IP
Internet protocol provides datagram delivery across
multiple networks.

Figure 17.8 SSH Protocol Stack




