Abbrev- Name Description / Purpose Size (bits) Type
iation
AAA Authentication, | Used to derive the PMK. Used with =256 Key generation
Key Accounting, the IEEE 802.1X authentication and key, root key
and key management approach. Same as
Authorization MMSK.
Key
PSK Pre-Shared Key | Becomes the PMK in pre-shared 256 Key generation
key environments. key, root key
PMK Pairwise Used with other inputs to derive the 256 Key generation
Master Key PTK. key
GMK Group Master | Used with other inputs to derive the 128 Key generation
Key GTK. key
PTK Pair-wise Derived from the PMK. Comprises 512 (TKIP) Composite key
Transient Key the EAPOL-KCK, EAPOL-KEK, 384 (CCMP)
and TK and (for TKIP) the MIC
key.
TK Temporal Key [ Used with TKIP or CCMP to 256 (TKIP) Traffic key
provide confidentiality and integrity | 128 (CCMP)
protection for unicast user traffic.
GTK Group Derived from the GMK. Used to 256 (TKIP) Traffic key
Temporal Key | provide confidentiality and integrity 128 (CCMP)
protection for multicast/broadcast 40, 104 (WEP)
user traffic.
MIC Message Used by TKIP’s Michael MIC to 64 Message integrity
Key Integrity Code | provide integrity protection of key
Key messages.
EAPOL- | EAPOL-Key Used to provide integrity protection 128 Message integrity
KCK Confirmation for key material distributed during key
Key the 4-Way Handshake.
EAPOL- | EAPOL-Key Used to ensure the confidentiality 128 Traffic key / key
KEK Encryption Key | of the GTK and other key material encryption key
in the 4-Way Handshake.
WEP Wired Used with WEP. 40, 104 Traffic key
Key Equivalent
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