
Access Control

Se
rv

ic
es

Pr
ot

oc
ol

s
Se

rv
ic

es
A

lg
or

ith
m

s

IEEE 802.1
Port-based

Access Control

Extensible
Authentication
Protocol (EAP)

Authentication
and Key

Generation

(a) Services and Protocols

Figure 18.6  Elements of IEEE 802.11i
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CBC-MAC = Cipher Block  Block Chaining Message Authentication Code (MAC)
CCM = Counter Mode with Cipher Block Chaining Message Authentication Code 
CCMP = Counter Mode with Cipher Block Chaining MAC Protocol
TKIP = Temporal Key Integrity Protocol


