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Figure 18.10  IEEE 802.11i Phases of Operation:
Four-Way Handshake and Group Key Handshake

Message 1 delivers a nonce to the STA
so that it can generate the PTK.

Message 1 delivers a new GTK to
the STA. The GTK is encrypted
before it is sent and the entire
message is integrity protected

The AP installs the GTK.

Message 3 demonstrates to the STA that
the authenticator is alive, ensures that the
PTK is fresh (new) and that there is no
man-in-the-middle.

Message 2 delivers another nonce to the
AP so that it can also generate the
PTK. It demonstrates to the AP that
the STA is alive, ensures that the
PTK is fresh (new) and that there is no
man-in-the-middle

The STA decrypts the GTK
and installs it for use.

Message 2 is delivered to the 
AP. This frame serves only as
an acknowledgment to the AP.

Message 4 serves as an acknowledgement to
Message 3. It serves no cryptographic
function. This message also ensures the
reliable start of the group key handshake.
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