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1. Hacking Project

Installation

Requirements – Linux with Apache web server and PhP installed. 

Windows with MS IIS and PhP would also work but slight changes are needed; process.php, the main script that is exploited in this project should be changed. The system(“”) function call only works for Linux. That should be changed to the exec(“”) in Windows. Further, the commands ls and cat should be changed to the appropriate Windows versions (dir and type).

Use - The project is a zip file. Simply unzip it, extracting it to a folder extremeinsecure. All the files and folders will be automatically created. Set read permissions for files (604) and execute permission for directories (705). Make sure process.php also has execute permissions or it won’t run.

The main concept behind the project is server-side scripting vulnerability. Process.php takes as input anything that is entered in the text box in products.htm and executes as a linux shell command. Users can exploit this by using command separations (e.g. semi-colon) and pipes (|). 

Students will see the company’s web site and browse it as their initial scanning. They are expected to make sure every link and file is properly functioning and that no obvious vulnerabilities strike immediately. They may be advised to run vulnerability scanners such as ParosProxy to scan the web site. Eventually, they would notice products.htm has a server-side injection/scripting vulnerability. When they click the button on the page, they would get further instructions on how to proceed.
The instructions/hints they notice when they click the button are in the current state quite elaborate. They can be changed by the instructor, making it harder for them to notice the scripting vulnerability themselves. Ideally, they should view the source behind the page when process.php is executed corresponding to clicking the button on products.htm. They would then notice a comment (invisible due to html tags) that they are in the right direction.

Changes – Care must be taken before files are changed in the web site folder. These were created with MS Frontpage web site creation tool. Therefore, a change in one page can cause automatic change in other pages, if Frontpage was to be used for making the change. Notepad or any other editor is therefore preferred to avoid cascading effects (if that is desired). Products.htm should never be opened in Frontpage or else it will change the entire appearance of the page and clears all the content. If changes to the home page, feedback, search, contents, services are to be made (such as changing contact information, introductory phrases etc.), it is better to open the page in a simple text editor such as notepad or wordpad.
Security – It is important to caution students well in advance that it is a potentially dangeours exercise. Since it gives a shell prompt access to the web server, it is possible to abuse the situation and cause damage to the systems and network. Therefore, it is advised that this project be opened in a dedicated lab set up. If it is opened on the Internet, it is advisable to set the permissions on process.php to read-only (700) when the project is not active. Finally, under any circumstance it is important to warn the students of serious consequences if they abuse the project’s vulnerabilities and cause damages. That the project’s intention is purely educational should be clear to every one.
